
Computer	  Networks	  and	  
Communica3on	  

Lecture	  4	  
Email,	  SMTP,	  MIME,	  HTTP	  
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Email	  
•  Email	  or	  e-‐mail	  or	  Electronic	  mail	  
•  One	  of	  the	  oldest	  services	  in	  the	  Internet	  
•  Consists	  of	  three	  major	  components	  
–  User	  agents	  (UA):	  	  

•  Mail	  applica3ons	  residing	  in	  the	  end-‐systems	  
•  E.g.,	  Thunderbird,	  Outlook,	  Webmail	  interface	  

– Mail	  servers	  
•  Mail-‐delivering	  servers	  
•  Server’s	  mail	  transfer	  agent	  (MTA)	  	  is	  responsible	  for	  
sending	  out	  emails	  

–  Simple	  Mail	  Transfer	  Protocol	  (SMTP):	  	  
•  The	  mail	  delivering	  protocol	  
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Email	  System	  
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Sending	  an	  Email	  
•  An	  end-‐user,	  Alice,	  send	  a	  mail	  to	  another	  end-‐
user,	  Bob,	  using	  a	  user	  agent	  program	  

•  The	  user	  agent	  uses	  SMTP	  to	  send	  the	  mail	  to	  
Alice’s	  mail	  server	  

•  Alice	  mail	  server	  places	  the	  mail	  into	  message	  
queue	  

•  Alice’s	  mail	  server	  open	  a	  TCP	  connec3on	  to	  
Bob’s	  mail	  server	  and	  tries	  to	  send	  the	  mail	  to	  
Bob’s	  server	  

•  If	  Bob’s	  server	  is	  not	  available,	  the	  mail	  remains	  
in	  the	  queue	  at	  Alice’s	  server	  
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Receiving	  and	  Email	  
•  AVer	  the	  mail	  is	  successfully	  sent,	  it	  will	  be	  
wai3ng	  in	  Bob’s	  mailbox	  at	  his	  mail	  server	  
– A	  mailbox	  is	  comparable	  to	  a	  P.O.	  box	  

•  Bob	  retrieves	  the	  mail	  from	  the	  mailbox	  when	  he	  
wants	  
– Also	  similar	  to	  P.O.	  box	  

•  Note	  that	  SMTP	  does	  not	  use	  intermediate	  
servers	  

•  Sending	  host	  opens	  a	  direct	  socket	  to	  receiving	  
host	  
–  This	  has	  something	  to	  do	  with	  MX	  record	  in	  the	  DNS	  
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Receiving	  an	  Email	  (2)	  
•  SMTP	  specifies	  only	  how	  to	  send	  and	  email	  to	  the	  mailbox	  
•  Retrieving	  mails	  from	  the	  mailbox	  is	  the	  job	  of	  other	  protocols	  
•  Post	  Office	  Protocol	  version	  3	  (POP3)	  
–  Simple	  protocol	  with	  limited	  func3onali3es	  	  
–  E.g.,	  retrieve	  and	  delete	  mails	  	  

•  Internet	  Mail	  Access	  Protocol	  (IMAP):	  	  
–  Designed	  for	  single-‐user	  with	  mul3ple	  machines	  	  
–  complex	  protocol	  with	  enhanced	  func3onali3es	  	  
–  E.g.,	  organizing	  mails	  with	  subfolders,	  automa3c	  mail	  
synchroniza3on	  

•  Webmail	  (HTTP):	  Allow	  you	  to	  connect	  to	  the	  mail	  box	  directly	  
22/6/2011	   6	  ©	  Isara	  Anantavrasilp	  



Mail	  Format	  
•  Envelope	  
–  Informa3on	  for	  delivering	  the	  mail	  to	  the	  
receiver	  

–  The	  email	  address	  is	  resolved	  by	  the	  DNS	  
– MTAs	  use	  this	  info	  to	  route	  the	  message	  

•  Header	  
–  Op3onal	  but	  generally	  used	  informa3on	  
–  E.g.,	  Sender:,	  To:,	  Subject:,	  CC:,	  Bcc:	  

•  Body	  
–  The	  message	  
–  This	  part	  is	  for	  human	  only	  
–  7-‐bit	  ASCII	  
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From:	  
To:	  
Subject:	  
	  
Blah	  Blah	  
Blah	  

header	  

body	  

envelope	  
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Email	  Message	  
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Email	  Message	  –	  Raw	  
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Email	  Message	  –	  Raw	  (2)	  
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header	  

body	  
Note	  that	  both	  header	  and	  body	  are	  all	  text.	  
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SMTP	  
•  Designed	  to	  handle	  mail	  transfer	  
•  Simple	  commands:	  	  
– HELO,	  MAIL,	  RCPT,	  …	  

•  Too	  simple:	  
– Designed	  at	  the	  3me	  when	  a	  “Mac”	  
looks	  like	  this	  

– Mail	  body	  can	  only	  be	  7-‐bit	  ASCII	  
–  If	  you	  want	  to	  send	  anything	  more	  that	  
English	  text,	  it	  has	  to	  be	  encoded	  in	  
plain	  ASCII	  first	  

–  This	  is	  done	  using	  MIME	  (MulLpurpose	  
Internet	  Mail	  Extensions)	  
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Apple	  IIe	  

Image:	  hhp://www.allaboutapple.com/	  
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SMTP	  Connec3on	  

S: 220 smtp.example.com ESMTP Postfix !
C: HELO relay.example.org!
S: 250 Hello relay.example.org, I am    !
   glad to meet you !
C: MAIL FROM:<bob@example.org> !
S: 250 Ok !
C: RCPT TO:<alice@example.com> !
S: 250 Ok !
C: RCPT TO:<theboss@example.com> !
S: 250 Ok !
C: DATA !
S: 354 End data with 
<CR><LF>.<CR><LF> !
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C: From: "Bob Example" <bob@example.org> !
C: To: "Alice Example" <alice@example.com> !
C: Cc: theboss@example.com!
C: Date: Tue, 15 Jan 2008 16:02:43 -0500 !
C: Subject: Test message !
C: !
C: Hello Alice. !
C: This is a test message with 5 header !
   fields and 4 lines in the message body. !
C: Your friend, !
C: Bob !
C: . !
S: 250 Ok: queued as 12345 !
C: QUIT !
S: 221 Bye !
{The server closes the connection} !
!
!

Source:	  	  hhp://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol	  	  
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MIME	  
•  Extends	  the	  ASCII	  limita3on	  of	  SMTP	  
•  Defines	  encoding	  rules	  for	  non-‐ASCII	  message	  
•  MIME	  also	  adds	  extra	  headers	  to	  a	  mail	  header	  including	  the	  

following	  
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Header	   Meaning	  

MIME-‐Version	   Iden3fying	  the	  MIME	  version	  

Content-‐Descrip3on	   Specifies	  what	  is	  in	  the	  message	  

Content-‐Transfer-‐Encoding	   Iden3fies	  how	  the	  body	  is	  encoded,	  e.g.	  Base	  64,	  Quoted	  
Printable,	  7	  Bit,	  8	  Bit	  und	  Binary	  

Content-‐Type	   Iden3fies	  the	  type	  of	  the	  message	  content,	  e.g.	  text,	  
video/mpeg,	  audio/mp4,	  application/pdf	  
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MIME	  Email	  –	  Text/HTML	  
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MIME	  

Message	  
(HTML)	  
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MIME	  Email	  –	  Excel	  File	  
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Message	  
(Excel	  file)	  

Content-‐Type	  
Content-‐Desc	  
Content-‐	  
DisposiLon	  

Encoding	  

©	  Isara	  Anantavrasilp	  



Web	  Page	  

•  A	  web	  page	  consists	  of	  
many	  objects	  
– Hyperlinks:	  Links	  to	  
other	  pages	  

–  Images	  
–  Video	  
–  Javascript	  

•  Document	  which	  
contains	  hyperlink	  is	  
called	  hypertext	  
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hyperlinks	   hypertext	  

Web	  browser	  
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HTTP	  

•  HyperText	  Transfer	  Protocol	  
•  Client-‐server	  architecture	  
–  Client-‐side	  applica3on	  
–  Server-‐side	  applica3on	  

•  Defines	  how	  client	  and	  server	  applica3ons	  
communicate	  to	  each	  other	  

•  Stateless	  
•  Client	  requests	  a	  web	  page	  using	  universal	  
resource	  locator	  (URL)	  which	  consists	  of	  
hostname	  and	  path	  name	  
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Universal	  Resource	  Locator	  (URL)	  
•  Locate	  the	  correct	  resource	  on	  the	  Internet	  
•  Consists	  of	  	  

–  Hostname	  
–  Path	  name	  
–  Protocol:	  http:// ftp:// itunes:// mailto://	

•  The	  host	  determines	  appropriate	  applica3on	  through	  the	  
specified	  protocol	  

•  Berners-‐Lee:	  I	  am	  sorry	  for	  the	  useless	  //	
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hostname	   path	  name	  protocol	  
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HTTP	  Connec3on	  

•  Before	  a	  web	  page	  can	  be	  transferred,	  a	  TCP	  
connec3on	  between	  client	  and	  server	  has	  to	  
be	  established	  

•  Mul3ple	  connec3ons	  for	  a	  single	  web	  page	  is	  
also	  possible	  

•  HTTP	  Request	  	  
Client	  è	  Server	  
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•  HTTP	  Response	  
Server	  è	  Client	  
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HTTP	  Request	  and	  Response	  
•  HTTP	  Request	  
–  Request	  syntax:	  <Request command> <URL> <Version>	  
–  Header:	  Addi3onal	  request	  informa3on	  
–  Example:	  

	GET /ic/ HTTP/1.1	
	Host: www.kmitl.ac.th	  

•  HTTP	  Response	  
–  Status	  line:	  Result	  of	  the	  request	  

•  200 OK:	  Request	  succeeded	
•  400 Bad Request:	  Request	  is	  not	  understood	  by	  the	  server	
•  404 Not Found:	  Request	  is	  not	  found	  

–  Header	  Line:	  Addi3onal	  informa3on	  
–  En3ty	  body:	  The	  requested	  object	  (i.e.	  web	  page,	  image	  file)	  
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HTTP	  with	  Telnet	  
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request	  and	  request	  header	  

response	  status	  
and	  header	  

response	  body	  
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HTTP	  Connec3on	  

1.  HTTP	  client	  ini3ates	  a	  TCP	  connec3on	  to	  a	  server	  
2.  The	  client	  sends	  the	  HTTP	  request	  message	  	  
3.  HTTP	  server	  retrieves	  the	  requested	  object	  and	  

encapsulate	  it	  in	  the	  HTTP	  response	  message	  
4.  The	  server	  send	  the	  message	  through	  the	  opened	  TCP	  

connec3on	  
5.  The	  server	  closes	  the	  connec3on	  
6.  The	  client	  examines	  the	  message	  and	  display	  the	  

object	  
7.  If	  the	  object	  contains	  references	  to	  other	  objects	  (e.g.	  

an	  HTML	  page	  contains	  images	  or	  videos),	  the	  en3re	  
process	  is	  repeated	  for	  each	  object	  
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HTTP	  Connec3on	  (2)	  
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objects	  

Javascripts	  or	  
CSS	  files	  are	  	  
objects	  too	  
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HTTP	  Connec3on	  (2)	  
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web	  browser	   web	  server	  

Establish	  TCP	  connecLon	  

HTTP	  request	  

HTTP	  response
	  

Terminate	  TCP	  connecLon	  

One	  object	  is	  sent	  	  
through	  a	  connec3on	  
	  
Repea3ng	  these	  
steps	  for	  each	  object	  
is	  not	  efficient	  
	  
HTTP	  1.0	  

Non-‐persistent	  HTTP	  

©	  Isara	  Anantavrasilp	  



HTTP	  Connec3on	  (3)	  
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web	  browser	   web	  server	  

Establish	  TCP	  connecLon	  

HTTP	  request	  

HTTP	  response
	  

Terminate	  TCP	  connecLon	  

HTTP	  request	  

HTTP	  response
	  

Persistent	  HTTP	  

More	  than	  one	  objects	  	  
sent	  through	  a	  	  
connec3on	  
	  
HTTP	  1.1	  default	  mode	  
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